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[AGENCY] Reminds State-Registered Investment Advisers
to Assess Cybersecurity Risk
[DATELINE] – The [AGENCY] today reminded state-registered investment advisers throughout [STATE] to review their policies and procedures to ensure they have adequate cybersecurity measures in place to guard against unauthorized access to confidential information.
The announcement came as the North American Securities Administrators Association (NASAA), of which [AGENCY] is a member, released results of a pilot project to better understand the cybersecurity practices of state-registered investment advisers, which account for more than half of the registered investment advisers conducting business in the United States.
“The [AGENCY] takes cybersecurity issues very seriously and urges all state-registered investment advisers to take appropriate steps to ensure that their confidential client data is adequately protected,” [ADMINISTRATOR] said.
A pilot project conducted by NASAA this summer found 4.1 percent of responding investment adviser firms had experienced a cybersecurity incident and even fewer, 1.1 percent, had experienced theft, loss, unauthorized exposure, or unauthorized use of or access to confidential information. The survey also found that 62 percent of firms have undergone a cybersecurity risk assessment and 77 percent have policies and procedures related to technology or cybersecurity. 
“The relatively low rate in cybersecurity incidents identified in the pilot survey is encouraging, but cyber-attacks are on the rise in the financial services industry. I suggest investment advisers registered in [STATE] take time to review the pilot project’s findings as well as their own cybersecurity policies and procedures.” [ADMINISTRATOR] said. 
	The pilot project was designed to help regulators better understand the technology and data practices of state-registered investment advisers; how these advisers communicate with clients; and what types of policies and procedures these advisers currently maintain. The pilot project also focused on specific uses of technology and websites, with a goal of understanding the safeguards used by state-registered investment advisers to protect client information; to inform state examination programs; and to identify national cybersecurity trends relevant to state-registered investment advisers.
 A compilation of the survey results is available on the NASAA website at www.nasaa.org. 
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